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Introduction

The Digital Skills for Life (DSL) guide is a

collection of booklets that is designed to help
you learn essential digital skills for daily « . .
living. It offers step-by-step instructionsand [ > Be Safe, Smart & Kind Online
quick tips that empowers you to navigate the ‘ Safeguard against cyber threats; Protect personal
digital landscape confidently and safely. information; Develop a positive online presence.

aaaaaaaaaaaaaa

It is designed for anyone who wants to
pick up essential digital skills for daily living.

The DSL skills are grouped into 5 competency Explore Q. Communicate Transact

areas as shown in the diagram. Information a Online Online 43
Online g 53

Learning Outcomes: . ) Connect Carry out s

o Search, view with others online

This guidebook focuses on the and retrieve online. transactions.

‘Transact Online’ competency, information online.

where you will learn:

e The common digital government services,
their icons and identify them using
their logos.

e The common features (Ul) and common
steps (UX) of using Singpass app, manage
its settings and using it to access other
government services.

e Useful cybersecurity tips to stay safe online.

Set up & Use Smart Devices

Set up and operate the basic hardware and
software functions of your mobile device.

The guidebook is based on common software icons and mobile device settings.
Please note that certain features may differ across different mobile devices and models. 2



Cyber Security Tips

To stay safe while using the app, please keep to the following:

—aingpan —
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@ Verified
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Never scan any Singpass QR code sent o you by

someone else over SMS, messaging apps (e.g. Do not share your Singpass ID, password and 2FA
WhatsApp or Telegram), or other non-official details with others as it can lead to unauthorised
channels. Only scan the Singpass QR code on the access to your accounts and personal information.

official website of the e-service you want to log in to.

e N } l
A =)

Only register your own

fingerprint, facial data

and passcode on your
personal device.

www.cpf.gov.sg @

After scanning a Singpass QR code, always
check that the URL domain displayed on
your Singpass app’s consent page matches
what you see on your browser’s address bar.
Do not proceed if otherwise.

Always log out from the
government digital service
(e.g. CPF, IRAS, HealthHub)
when you have completed

your transactions.



Understanding Common Digital
Government Services Apps

About Singpass App Page 5

The Common Features found across
Digital Government Services Apps Page 6




About Singpass App

Singpass is every Singapore resident’s trusted
digital identity. With the app, you can have
easy and secure access to government and
private sector services online.

Pre-requisites to learning the app

Learner must:

e Have a mobile device (either iOS or
Android) connected to either cellular
network or Wi-Fi with a working
camera function.

e Know how to connect to cellular
network or Wi-Fi.

e Know how to install an app on the
mobile device.

e Have registered for a Singpass account
and activated 2FA. If you have not, you
can scan the QR code to follow the steps
to register for a Singpass account and
set up 2FA.

s .:1:_"‘{

Welcome back,
Joey Chan Hsiao An

My Cards e B

NRIC Driving Licence CHAS card

REPUBLIC OF SINCAPORE
NATIONAL DIGITAL IDENTITY CARD

NRIC number
= Seees456A

[l Show barcode

My Profile View all

Documen.. Personal Finance




Common Features Across Digital Government Services Apps

HOME

SCAN

INBOX

Home Icon
To access the app’s main homepage.

Scan lcon
To scan official Singpass QR code to
access digital government services.

Inbox Icon
To access important information
sent by the government.

In-app Settings Icon
To edit app’s settings to your own

preference (e.g. notification settings).

More Options
To allow you to access other
options available on the app.

View or Hide Information

To allow you to hide sensitive
information from the app and only
view them if you want to.
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Step-by-step Guide to Use Singpass App

Setting Up the Singpass App Page 8

The Icons, Functions and Settings in the Singpass App Page 11

Accessing other Government Services from Singpass App Page 17




Set Up the Singpass App

o

(©N
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0 Launch Singpass ° Terms & Privacy a Select Face Verification é
(@)

£

Launch the n
“Singpass” app. d ©
o

£ D

@

Bl o

Terms & Privacy

By proceeding, you
acknowledge that you have
read our Terms of use and

Privacy statement and agree to Set u Sin ass da
be bound by them. . p g p pp
in 3 steps:
! Acknowledge:n:". 1. Verify your identity
2. Obtain your digital certificate

3. Set a passcode for your app

Go to the next page to get

started.
& o] gl
Read the Terms & Privacy statement Swipe left or tap “Next” for a quick
and acknowledge to proceed. overview of Singpass app.



o Log in to Singpass

x & singpass.gov.sg

’ A Singapore Governmaent Agency Website

singpass

Login

Singpass ID

Enter One-Time
Password (OTP)

J

Visit the Singpass website if you have
forgotten your Singpass ID and/or
passwaord.

singpass

Enter the 6-digit One-time Password (OTP)
sent to your mobile number ***#1721.

One-time Password:

° Tap on Continue

Face verification >4

Log in to your Singpass account with

your Singpass ID and password.

Jrm
\

If you do not receive the SMS OTP in 30
seconds, click resend SMS OTP.

Jy

@ Tips:

Use another way if you are sensitive to
flashing light.

Enter the One-Time Password (OTP)
sent via SMS.

s
Tap on “Continue” to proceed with
Singpass Face Verification.




Confirm Certificate
Details

Your authentication and signing
certificates will be issued together.

0 Set up 6-digit Passcode

Name

skokkskok ok

NRIC/FIN (For Authentication Certificate)
skeskskoksksk

Masked NRIC[FIN (For Signing Certificate)
skokkskok ok

Certificate issued by Assurity Trusted Selutions Pte. Ltd,

My identity details are correct
I am applying on my own behalf
I agree to the terms in the Subscriber

Agreement with Assurity Trusted
Solutions Pte. Ltd.

Cancel

Confirm your certificate details by
selecting the checkboxes. Tap on
“Continue”.

Set a new 6-digit
Singpass app
passcode

Avoid birth dates, NRIC/FIN and
common patterns, eg. 111111, 123456

1 2 3
~ b A
8 b o
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o Enable Face ID

(v

Enable Face ID instead of
typing your passcode?

Enable Face ID

You may choose to enable Biometric
Authentication to log in using your
fingerprint or face.
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Scan Feature

0 Launch Singpass

Find and tap
“Singpass” on your
mobile device.

° Tap on Scan

e Scan Singpass QR code

Welcome back,
Joey Chan Hsiao An

My Cards e B

NRIC Driving Licence CHAS card

REPUBLIC OF SINGAPORE

==

— Singpass —~

NATIONAL DIGITAL IDENTITY CARD

NRIC number
= Sesee456A

e s

HOME

1

Scan QR code on the login page
on the desktop browser.

Aim your phone's camera at the QR
code with the Singpass logo in the
center.




Inbox Feature

o Launch Singpass

Find and tap
“Singpass” on your
mobile device.

O Tap on Inbox

e Inbox Overview

&
Welcome back,
Joey Chan Hsiao An
My Cards 000 ()
Driving Licence CHAS card

REPUBLIC OF SINGAPORE

NATIONAL DIGITAL IDENTITY CARD

NRIC number
= Seeee456A

A

Il Show barcode
A =

HOME SCAN IN -

Inbox

Q
m Pinned For Action Transact
~ Singpass 04 Jun 2023 - Thread

> Singpass Announcements
Stay vigilant

Beware of email phishing scams

~ Singpass 26 Apr 2023 - Thread
> Singpass Contact Details
Update your contact details

Keep your contact current to sta..

~ Singpass 05 Mar 2023 -« Thread

> Singpass Login
Did you just log in to Singpass?

Alnmvarbaesiiiamed s sy fesis e e el

™ (3] =
HOME SCAN INBOX

o Pin the Message

Inbox

Q

Pinned For Action

Transact

~ Singpass

Stay vigilant

> Singpass Announcements

Beware of email phishing scams

~
04 Jun 2023 - 1]

J

- Singpass 26 Apr 2023 - Thread
> Singpass Contact Details
Update your contact details

Keep your contact current to sta..

— Singpass 05 Mar 2023 « Thread
@ = =
HOME SCAN INBOX

Swipe from left to right
to pin message.

Inbox Feature

12
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e Delete the Message

Notes

re of email phishing scams

- Singpass 26 Apr 2023 » Thread
> Singpass Contact Details
Update your contact details

Keep your contact current to sta..

~ Singpass 05 Mar 2023 » Thread
@ = ~
HOME SCAN INBOX

Inbox
Q
All Pinned For Action Transact
-
gpass 04 Jun 2023 - Thread
gpass Announcements 0]
igilant Delete

\. I

Swipe from right to left to
delete message.




Settings - Turn on Face ID and Hide Your Personal Information

0 Tap on Settings e Turn on Face ID e Hide Your Personal
Information
{%'_ + Link corporate account(s) + Link corporate account(s)
Welcome back, 'ﬁ"j
Geeecccccee & General &  General
My Cards e ©
Change language N Change language
My Profile View all English / #3 [ Bahasa Melayu [ siflip English / %37 / Bahasa Melayu [ silip
Notification settings > Notification settings > wn
Documen.. Personal Finance  Vehicle g
Driving L =
e Prefer Face ID Prefer Face ID "-'qz)
Your app passcode can be used as C Your app passcode can be used as O p)
Favourites Edit Favourites a backup. ;‘{'5-‘ a backup.
Customise your favourite shortcuts.
We show the most popular shortcuts Hide personal information Hide personal information
by default. Identity cards, name and photo will () Identity cards, name and photo will ()
be hidden. Authenticate to view. be hidden. Authenticate to view. ;‘{!5-‘
- Enable Siri voice commands > Enable Siri voice commands >
CPF HealthH.. MyICA
NiAit~l @
2 = | | . |
HowE scan INEOX Tap on the switch to turn it to green Tap on the switch to turn it to green
to use Face ID to access your Singpass. to hide your personal information.

14
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Settings - Change Language

0 Tap on Settings

Welcome back,

(Geeccoccoece

My Cards

My Profile

Documen.. Personal

Favourites

by default.

@

CPF HealthH..
Digital S...
2
HOME SCAN

Customise your favourite shortcuts.
We show the most popular shortcuts

L

e O

View all

Vehicle
Driving L

Finance

Edit Favourites

o

MyICA

INBOX

0 Select Change language

G...'......

Personal

+ Link corporate account(s)

{» General

Change language

S
English / #32 [ Bahasa Melayu / slp se..

Notification settings >

Prefer Face ID

Your app passcode can be used as D
a backup.

Hide personal information

Identity cards, name and photo will ()
be hidden. Authenticate to view.

Enable Siri voice commands >

o Select Language

{ Settings  Singpass

ALLOW SINGPASS TO ACCESS
Location When Shared

Face ID @)

© siri & Search

Notifications
Banners, Sounds, Badges

@ Background App Refresh ()

PREFERRED | ANGUAGE

Language

Engieh

&




Select Preferred
Language

Notes

¢{ Singpass Language

SUGGESTED LANGUAGES

English
Default

BRI

Chinese, Simplified

Singpass will use the first language that it
supports from Language & Region

settings. You can select a different
language for Singpass to use if you prefer.

OTHER LANGUAGES

Bahasa Melayu
Malay

S6Ip

Tamil

Sefttings

16



Access Other Government Services

0 Tap on Any of the Shortcut

& Tap on any of the shortcuts from
Singpass to login to other

Welcome back, )
government services.

G.C.C.‘..l‘

My Cards e ©
My Profile View all
Documen.. Personal Finance Vehicle
Driving L
Favourites Edit Favourites

Customise your favourite shortcuts.
We show the most popular shortcuts
by default.

CPF HealthH... MyICA
Digital S...
& =
HOME SCAN INBOX

17



Reset Singpass

Only reset the app if you really need to.

0 Tap on Settings e Select Reset this app e Reset the App

g
Welcome back. ~—’{f, Contact Helpdesk
Joey Chan Hsiao An
() Feedback
My Cards e B
Driving Licence CHAS card Give us feedback K
RERUBLIC OF SINGAPORE Help us improve translations K4
NATIONAL DIGITAL IDENTITY CARD » Reset th is G p p? T h i s
3 . Participate in our research > action cannot be
< See++456A
\ undone.
About this app >
When you reset this app, your

Share Sinapbass T%Ij digital certificates will be
P PP revoked, and you will have to set

the app up again.

[l Show barcode

slo

My Profile View all Reset this app -Q-

Report a vulnerability

Documen.. Personal Finance  Vehicle Terms of use
HOME SCAN INBOX PI'IVClcy StCltement
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© 2025 Info-communications Media Development Authority. All rights reserved.

No part of this resource may be used or copied without explicit consent from IMDA.

Materials used in connection with this guide may also be subject to copyright protection.
These are not limited to: documents, slides, images, audio, and video. Unauthorized retention,
duplication, distribution, or modification of copyrighted materials is strictly prohibited.

These resources take reference from Government Technology Agency (GovTech).

For more information and
to find your nearest SG
Digital community hubs:

IMDA Contact Centre

Hotline: +65 6377 3800
Email: info@imda.gov.sg
Website: digitalforlife.gov.sg

Scan QR code to
visit the Digital for
Life Portal.




