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ScamShield”. Set up scam call blocking
This will let ScamShield block calls from
113 ”» numbers marked as scams by the authorities. Follow these steps to set u
© =i “setup ose steps to set up
call blocking

Go to Settings and scroll down to
@ 2 Apps
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Set up your ScamShield app
for better protection

B Scroll down and tap Call blocking &

The app requires permissions to identification

detect scam calls and SMSes
Tap ScamShield to turn it on

o Scam call blocking @ Return to the ScamShield app, and tap
not set up = I've done this

o Scam SMS filtering
not set up 2
ScamShield respects your privacy, and cannot

listen to any calls on your phone. Learn more

( Open Settings

I've done this

Check for scams >

Know from trusted sources if something
suspicious is a scam
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=if “Open
Settings”

Set up scam SMS filtering

This lets ScamShield detect suspicious
SMSes from unknown numbers or known
scammers, and send them to your Junk
folder.

(=) +6587571434 now

NO DEPOSIT REQUIRED. 98% Success Rate $500-
500K available, 2 hour approved, monthly installme

ScamShield respects your privacy, and will never
read SMSes from numbers in your contact list.
Learn more

Follow these steps to set up
SMS filtering

Go to Settings and scroll down to
Apps

®

J Search for Messages
[Z Scroll down and tap Unknown & Spam
Tap Filter Unknown Senders

@ Tap ScamShield, and then Enable

C Open Settings

I've done this
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Set up your ScamShield app
for better protection

The app requires permissions to
detect scam calls and SMSes

Scam call blocking
o
not set up =

Scam SMS filtering
o 2
not set up

Check for scams >

Know from trusted sources if something
suspicious is a scam

Android - I & ScamShield N

"6“5 66 Next’,
LA EVEIRK B Fik

Set up scam call blocking

This will let ScamShield block calls from
numbers marked as scams by the
authorities.

ScamShield respects your privacy, and cannot
listen to any calls on your phone. Learn more

r——

I'll do this later

° "6“5 “Next”

Tap ‘Set as default’ at the
next step

This will let ScamShield block calls from
numbers marked as scams by the police.

Set ScamShield as your default caller
ID & spam app?

e None
Current default —
@ rhone O

@ ScamShield

No permissions needed @
Cancel Set as default

ScamShield respects your privacy, and cannot
listen to any calls on your phone. Learn more

I'll do this later




Android - 18 ScamShield A (BRAkDFRFik)
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step

This will let ScamShield block calls from
numbers marked as scams by the authorities.

Set ScamsShield as your default caller
ID & spam app?

G None O

Current default
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Set up scam SMS detection

This lets ScamShield notify you when you
receive suspicious SMSes from unknown
numbers or known scammers.

Suspicious SMS

@© Message now

+66 8757 1434
NO DEPOSIT REQUIRED. 98% Success Rate $500-5001

ekl

® Alert from ScamShield

© Scamshield now

Suspicious SMS

+66 8757 1434 sent you a suspicious message.

ScamsShield respects your privacy, and will never read
SMSes from numbers in your contact list. Learn more
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Tap ‘Allow' at all steps to set up
scam SMS detection

ScamShield needs all these permissions to work

correctly.

Access Contacts
9° To only screen numbers you haven't saved
in your contacts

a Send Notifications
O Toalert you of scam SMSes

a Send and view SMSes
©  To detect scam SMSes
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Tap ‘Allow' at all steps to set up
scam SMS detection

ScamShield needs all these permissions to work
correctly.

Access Contacts
9° To only screen numbers you haven't saved
in your contacts

a Send Notifications
O Toalert you of scam SMSes

= Send and view SMSes
©  To detect scam SMSes
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Your ScamShield app is set up

Numbers marked by the authorities as scams cannot
contact you

@®@  Scam call blocking is active

° Scam SMS filtering is active
Show filtered SMSes »

Check for scams >

Know from trusted sources if something suspicious
is a scam

@ Verified by ScamShield

Submit a scam report >

Help us monitor ongoing scams

GET MORE HELP
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=if “Submit a
scam report”

Your ScamShield app is set up

Numbers marked by the authorities as scams
cannot contact you

@  Scam call blocking is active

@ Scam SMS filtering is active

Check for scams >

Know from trusted sources if something
suspicious is a scam

@ Verified by ScamShield

Submit a scam report

Help us monitor ongoing scams

“ScamShield”.

=it “Begin Report”

Reporting scams helps keep
our loved ones safe

ScamShield will block it if the
authorities mark it as a scam

Others will know this is suspicious,
and can stay alert

This is not an official police report. If you fell for a
scam, please file an e-report with the police.

Begin report
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What would you like to report? What type of call was it? 5[_3,2
up
Q¥ A number that called you Q¥ Phone call i
E
° =
@ A message you received (O WhatsApp call H'._\L
(L]
ABOUT YOUR PRIVACY o
@ Awebsite link “d Telegram call ;H-I-

Choose what you want to
share

5
5

O Avoid sending personal details as we may
share these with third parties for security
checks. Learn more

X NRIC and addresses
X Passwords and login credentials

X Confidential links to your personal accounts or
documents

Understood

14
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“Next’,

What was the caller's number?

Enter the full number with the country code, Who was on the call? Who did they claim to be?
if any (e.g. +6598765432)

2 A person B3 Bank representative
+6598765432 e
(b_‘ 3 A recorded voice Government official
84 I didn't pick up the call Q& Phone company provider

& Hospital staff

Others




BARBIEABTHKT
“Review report”

Please describe the call

Tell us what the caller said, or what
information they asked for

Review report

BRBOBRRH RS
“Submit report”

Does this look right?

Please make sure this information is correct
and complete

Type of call

Call %

Caller's number

+6598765432

Details

Call description

Submit report

O zsmBRRTEH

We have submitted a
scam report for you

v/ You and other scam-spotters helped
report this

® Awaiting review

@ Numbers marked as scams will be added
to ScamShield’s blocklist

How was your experience?
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Q F “Check for

scams”

Your ScamShield app is set up

Numbers marked by the authorities as scams
cannot contact you

® Scamcall blocking is active

@ Scam SMS filtering is active

215 sl P 48 5
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@ R EIE
“ScamShield”.

Check for scams >

Know from trusted sources if something
suspicious is a scam

@ Verified by ScamShield o

EESAER

a =3 “Start check”

Saw something suspicious?
Check if it's a scam.

Send us a message, link, or number
you want to check

ScamsShield’s Al-powered checker
will tell you if it's a scam or not

Know if other scam-spotters in the
community reported it too

Start check

1B o LRI TRVE IR IR L.
1799 3KREVFED

° i%&#E “Understood”

o

ABOUT YOUR PRIVACY

Choose what you want to
share

@ Avoid sending personal details as we may
share these with third parties for security
checks. Learn more

X NRIC and addresses
X Passwords and login credentials

X Confidential links to your personal accounts or
documents

Understood
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What would you like to report?

<

X

What type of message was it?

© _LiixEiEnEs,
BIENEEHIFIENS
LD

Q€ A number that called you
o A message you received

@ A website link

slo

oy

3 Text SMS
(O WhatsApp message

“d Telegram message
e

y

What is the message?

Upload a screenshot or paste the full text of
the message you received

|:| Upload message screenshot '_‘@J
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Does this screenshot look
right?

51159 il 4G 18
<Thﬁ, 6 Mar

< 81 g +65 9128 0897 CHERES
'
s ,M‘ -l

v ,,J
8 Messages and calls are end-to-end

encrypted. Only people in this chat can
read, listen to, or share them. Learn more

+65 9128 0897

Not a contact- No common groups

© oHEHER,
EHBBWNTAR
WRRAE

o

Beware, this looks like a scam

Do not click any links, or share personal
information like bank account details or OTPs.

Text is similar to known scam
messages

+ Likely a job scam

*

Sereenad by ScamShield Al

9 Reported by you and 89 others
Last reported 43 mins ago

Number is suspicious

+66 567 4765 may be used by scammers

We have also sent this to the authorities

THEEZH X ScamShield
F-_‘LFHB"H%'E\:

NS ScamShield Mid:
https://Iwww.scamshield.gov.sg
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