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@ Return to the ScamShield app, and tap

The app requires permissions to I've done this

detect scam calls and SMSes

0 Scam call blOCkmg ScamShield respects your privacy, and cannot
not set up & listen to any calls on your phone. Learn more
Scam SMS filterin .
@ 2 I've done this
not set up >
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Open Settings




gUl6T (ggpersiv ) - ScamShield Glgwedlenw Semins 56
(Siempuemus BHIULSDE 256 560)
o "ClEwedlaen” eT6tTLIN S5 ° "ClgmeneuCLd]" sreTLIEN S5 " genPLIEHLIS

CaImHelsH s8] CaTmHels(H 68 5(hH &8 SienLIwmenLDd
BITETY)I &6V " CTEOTLIEN S5

n Siri < semwriyser Q&WeS&6T Gg}ﬂ!b@g;@&:&iﬂ.lm
Q es@s
< QEweds6i S@UmedT

a 9 MleflliLee6iT

S|6MLOLILISB6T
@606 & Caliip e . Wil oo . .

@ QL o i-Fi eLpeold SemipLiny 94,607

SBUITH6D

M &MS60TSS160 SAMPLIL 2(HESIED|6TETELIT...
ool feor emLLb o

QLGEE e6vLd LISl66TTES60

Face ID & umeoGam(p

Seugrsmeo SOS T j B
SLIL6oT610

seoflyflenio & Lmg iy

S|E0LOLIENLI SHUMTG6UT(H QF IS0

&EMBSBHHGLD SienpLiL

—
B e3e20F 0 ogomo&%reo@o@
A 4

& scumGLmeD 6T6UTS] M6V Eolp WIS &5

000(8 |
aur@eol. & Apple Pay u HTeor

QsfWNg SieMOLILIEEM6T SeMOHNLITES
Game Center

iCloud HLQBMILD

& SMLGEE0LLIT

QFWeSE6iT L o
GUILULS6T
AN

ce @ COBOBG

SEMPLIENLS &(HS&H60 LoHmILD SIEOLLIMTEMTGh,

SHSSLILLL QGTLILS6IT

SMS/sisnLienuls Ysmmerflgged

4.
.\
e—HeoeTeQerec—oe®oeUoe>re [ )




0 amwuu;s S(Hlueou

Cl&Ww6VLI (1) & G 1 86T

{ siempiemug $ESS60 LNHMID S{ENLITETEI...

S|EOLOLIEOIL 60 L ITEVTAIGETE00)|H60

ScamShield

SYENPLINLS SHSSES I LMHMILD S|60LWIT6ITLD

N

STEO0TESLQ WL QFWIESIGEMETT, SAMPLILIGE06TS S(HSSaLD
SITEVI SR MW GULDMBIGEYLD S|ED)LDSESH6D. QHSE
QFWIEINSHETTED 2 MISEHES 6UIHLD S6NLOLILIGEMETL LML

SB6UGLSHEIT 6TENGWILD 00)|S (L WIeTl6D6m6V.

3
EOL
Q
EOL
6l
©)

‘8L
EOL
-

-3

)
ESL

L
-
g

-3
D
g
5)

2
S
€]

S

‘B

S

-3
iy

CFweuLIh&s: LEME
ClFWEVLITLEDL (PLES: FTIDLIE



4 LSlerr (2epetérv ) - ScamShield GlFwedlenw 9emins & 60

(EmIEHeFWwES) augsLLenev ClEwevL(h) &8l &6v)

e Guongly &mIEhelFwS e

I[0Y: JMATNITRCTT0 TN 3: 3
2Af\55!" aeUMBS
C5HES Hl&sa D

" 9| 6NIDLIL| & ED6ITE
5m&&6|Lb" 6I6TLINS 5
C5IHES Hl&sa D

"ClEwedlae” eT6tTLINS S

C57hel56Hl6sa b

Set up scam SMS filtering

This lets ScamShield detect suspicious
SMSes from unknown numbers or known
scammers, and send them to your Junk
folder.

() +6587571434 now

NO DEPOSIT REQUIRED. 98% Success Rate $500-
500K available, 2 hour approved, monthly installme

ScamShield respects your privacy, and will never
read SMSes from numbers in your contact list.
Learn more

Follow these steps to set up
SMS filtering

Go to Settings and scroll down to

;
pps

J

Search for Messages

Scroll down and tap Unknown & Spam

Tap Filter Unknown Senders

«

Tap ScamShield, and then Enable

< Open Settings
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l O
Set up your ScamShield app
for better protection

The app requires permissions to
detect scam calls and SMSes

Scam call blocking
o
not set up =

Set up scam call blocking

This will let ScamShield block calls from
numbers marked as scams by the
authorities.

ScamShield respects your privacy, and cannot
listen to any calls on your phone. Learn more

Tap ‘Set as default’ at the
next step

This will let ScamShield block calls from
numbers marked as scams by the police.

Set ScamShield as your default caller
ID & spam app?

Q None
Current default

G Phone O

@ ScamShield

No permissions needed @
Cancel Set as default

ScamShield respects your privacy, and cannot
listen to any calls on your phone. Learn more

Scam SMS filtering
o 2
not set up

I'll do this later
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numbers marked as scams by the authorities.

Set ScamsShield as your default caller
ID & spam app?
None
G Current default O
G Phone O
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Set up scam SMS detection

This lets ScamShield notify you when you
receive suspicious SMSes from unknown
numbers or known scammers.

Suspicious SMS

©® Message now

+66 8757 1434
NO DEPOSIT REQUIRED. 98% Success Rate $500-500!

7 S

® Alert from ScamShield

© Scamshield now

Suspicious SMS

+66 8757 1434 sent you a suspicious message.

ScamsShield respects your privacy, and will never read
SMSes from numbers in your contact list. Learn more

i esorLmil(h - ScamShield Glgwedlenw j6mn108 8 6v
(EmIEpelFwS) augsLLeney ClEwevL (h) &8 s6v)

° Guongly &nIEhelFwIS e

ScamShield 2 migeir
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C5IHEAS B8 D

Tap 'Allow' at all steps to set up
scam SMS detection

ScamShield needs all these permissions to work

correctly.

Access Contacts
90 To only screen numbers you haven't saved
in your contacts

a Send Notifications
O Toalert you of scam SMSes

- Send and view SMSes
©  To detect scam SMSes

o
o

QB TLITL|&6M6T 6w (&6Us M (& ScamShield
QLI LSS SH6UIT?

ScamShield
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Tap ‘Allow' at all steps to set up
scam SMS detection

ScamShield needs all these permissions to work
correctly.

Access Contacts
eo To only screen numbers you haven't saved
in your contacts

a Send Notifications
O Toalert you of scam SMSes

= Send and view SMSes
©  To detect scam SMSes
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Your ScamShield app is set up @C;U LDFFQ:)]IJC]U.IHW ,Qc)]mﬂmu-'é5
Numbers marked by the authorities as scams cannot STL(HlID.

contact you

@®@  Scam call blocking is active

° Scam SMS filtering is active
Show filtered SMSes »

Check for scams >

Know from trusted sources if something suspicious
is a scam

@ Verified by ScamShield

Submit a scam report >

Help us monitor ongoing scams
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GET MORE HELP
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Check for scams >

Know from trusted sources if something
suspicious is a scam

@ Verified by ScamShield

ScamShield Qzwedlemw
CB LIS
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FNGHE55160

"ScamShield"
OlFwedlemws
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Scam call blocking is active

Scam SMS filtering is active

Submit a scam report >
Help us monitor ongoing scams LA

GCrFly SENLPLIL|S6T MHMILD (5mIEHelF LS SHen6rLl L& miyerfls g6

o sauLMIWLILLL 6NETEHE)

" 9ifl&en&enw
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Reporting scams helps keep
our loved ones safe

ScamShield will block it if the
authorities mark it as a scam

Others will know this is suspicious,
and can stay alert

This is not an official police report. If you fell for a
scam, please file an e-report with the police.

Begin report
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{ = X { co————
What would you like to report? What type of call was it?
@,‘ A number that called you Q¥ Phone call
o
@ A message you received (O WhatsApp call
ABOUT YOUR PRIVACY
Choose what you want to @ Awebsite link 4 Telegram call

slo

share E

©® Avoid sending personal details as we may
share these with third parties for security
checks. Learn more

X NRIC and addresses
X Passwords and login credentials

X Confidential links to your personal accounts or
documents

Guomely SeNLPLILISET MHMILD GMIEHIFWSHenaTL L6l g6

Understood
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X

What was the caller's number?

Enter the full number with the country code,
if any (e.g. +6598765432)

SlenipLiflev
@@Eg{mﬂaseh'
WITI] 6T6OTLIENS S
C5IHES H&sa D

Sleuijger Wiy ereorm] 2 flenio

Who was on the call?

18 MEBITL Mg 63TI] 6T60TLIEN S5
G565 (& eaD
< X
X
Who did they claim to be?

+6598765432 s

&

%

o

A person

A recorded voice

| didn't pick up the call

B3 Bank representative
Government official

Q& Phone company provider

Al

({':7_' & Hospital staff

Others
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Please make sure this information is correct

Please describe the call and complete
Tell us what the caller said, or what .
information they asked for Type of call We have submitted a
scam report for you
Call v

Caller's number

v/ You and other scam-spotters helped
report this

+6598765432

® Awaiting review
Details

5

@ Numbers marked as scams will be added
to ScamShield’s blocklist

Call description

How was your experience?
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Review report

Submit report
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Your ScamShield app is set up

Numbers marked by the authorities as scams
cannot contact you

® Scamcall blocking is active

@ Scam SMS filtering is active

Check for scams

Know from trusted sources if something
suspicious is a scam

@ Verified by ScamShield

17

"gfluTj556m608
CIZILEIG" 6T6TLIENS &

C5HAS Hl&sa D

Saw something suspicious?
Check if it's a scam.

Send us a message, link, or number
you want to check

ScamShield’s Al-powered checker
will tell you if it's a scam or not

Know if other scam-spotters in the
community reported it too

Start check

Braige 2 gelléE Gomely [
2 861 6T6T0T6N 6001 S{6DLYE &6VITLD:

1799

318l Gongly gienpium, GniEelFwSlur Sjeveug) Glenevoriium
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o

ABOUT YOUR PRIVACY

Choose what you want to
share

@ Avoid sending personal details as we may
share these with third parties for security
checks. Learn more

X NRIC and addresses
X Passwords and login credentials

X Confidential links to your personal accounts or
documents

Understood
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What would you like to report?

6T1H S 6U6NELIM6TT

GMmIEH6EIS) ereoTm)
657165 (hl&8eb

Q€ A number that called you

2 A message you received

@ A website link

U

y

X

What type of message was it?

GMmIEHEFwLISlenw

UL S5 3160608 [HE60
Th155 Hwhs Gleuafluile
ClFwSHenw G)enesrs &L

O Text SMS

(O WhatsApp message

“d Telegram message

slo

y

What is the message?

Upload a screenshot or paste the full text of
the message you received

|:| Upload message screenshot NP
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o H&LILLEMS 2. M8
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Does this screenshot look
right?

51154 all 4G 18

< 81 g +65 9128 0897

O

i @~
Thu, 6 Mar »
I Mm S L

8 Messages and calls are end-to-end

encrypted. Only people in this chat can
read, listen to, or share them. Learn more

o 318 @ (1 Gngiy eTmmey,
&G1p 2 ememens LI GLIM6ITM
Q@ Slengenw Hraigeir
& esoTLij a6

°

Beware, this looks like a scam

Do nat click any links, or share personal
information like bank account details or OTPs.

Text is similar to known scam
messages

Likely a job scam

+1‘
*  Screened by ScamShield Al

Reported by you and 89 others
Last reported 43 mins ago

o

Number is suspicious

+66 567 4765 may be used by scammers

We have also sent this to the authaorities

ScamShield Gl&wed) Lmflw
Guoevaileurymis 6ms (&)

ScamShield G)6n6wTLSS6TEMS 6T &H6LD:
https://www.scamshield.gov.sg
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IMDA Q&L 6mLDWLD

g_mrrLsms\)m +65 6377 3800
&S5BS Clpfleilutiser:
go.gov.sg/imda-feedback

(@) 67637 WLI & & 61T LD
digitalforlife.gov.sg
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